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1. Introduction 
 
This user guide is designed to provide documentation for people who will use MTR device or access MTR 
data with their own device. Device and application guide are covered in a separate section of this guide. 
The guide does not include the detail steps and the more technical aspects of the configuration. A 
separate enrolment guide is available that describe for the user to set up the device step-by-step. 
The FAQ section at the end lists frequently asked questions about using device under Intune management.  

2 Target Audience 
MTR User / Staff that have been  authorized to use Unified Endpoint Management UEM services  to access 
Corporate Information. 
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3 Devices 
There are two kinds of device, corporate-owned device and BYOD device. 
Corporate-owned device  refer to the devices currently deployed in station or office for operation 
purpose which are owned by MTR (except those devices provided to senior management for business 
usage). 
 
BYOD device is the device owned by user. If user want to access company data with their own device, for 
example, log in Microsoft Word with your work account, user need to enroll their device into Intune 
management with BYOD approach. Please download Company Portal from App Store and follow the 
enrollment guide. We will focus on BYOD operations in this user guide and FAQ. 
 
Recommended Version for the device: 

• iPhone: iOS13 

• iPad: iPadOS13 

• Android: Android 10 
 

Remark 

• You are required to upgrade the device’s OS if it does not meet the minimum requirement. 

• Huawei device is not supported 

• Device purchased in Mainland is not supported 

3.1 Enrollment 
Follow guide “Device Enrollment Guide – BYOD”, section “Device Enrollment” 
 

3.2 Unenrollment 
Follow guide “Device Enrollment Guide - BYOD”, section “Device Un-enrollment”. 

4 Applications 
MTR has selected some apps and published via Intune management. User should install these apps to 
access company data. 
 
There are two kinds of work application supervised by Intune, public apps and managed apps. 
Public apps are the apps published on App Store. IT administrator pick up some useful apps and assigned 
via Intune service.  
 
List of public apps: 
 
IMPORTANT: Apps are assigned by IT administrator for specified AD groups, you may not be able to see 
all the following apps in your device. 

• Android: 
1) RMS Viewer 

• iOS: 
1) RMS Viewer 
2) Azeus Convene 

 
Managed apps included Intune protected apps and MTR line-of-business apps. Intune protected apps 
including Microsoft apps and Adobe app while MTR line-of-business apps are the apps developed by MTR 
for internal use.  
 
List of managed apps: 
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IMPORTANT: Apps are assigned by IT administrator for specified AD groups, you may not be able to see 
all of the following apps in your device. 

• Intune protected apps: 
1) Adobe Acrobat Reader: PDF Viewer, Editor & Creator 
2) Microsoft Edge 
3) Microsoft Excel：檢視編輯與建立試算表 

4) Microsoft OneDrive 
5) Microsoft OneNote：儲存構想和整理筆記 

6) Microsoft Outlook 
7) Microsoft PowerPoint：投影片放映和簡報 

8) Microsoft Teams 
9) Microsoft Word：隨時撰寫編輯與共用文件 

• MTR line-of-business apps: 

• Android: 
1) ISIE 

• iOS: 
1) ISIE  

 
Some apps is required for device enrollment, they will be installed automatically after enrollment: 

1. Microsoft Edge 
2. Microsoft Excel 
3. Microsoft Outlook 
4. Microsoft PowerPoint 
5. Microsoft Word 
6. Microsoft OneDrive 
7. Microsoft Teams 
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4.1 App Installation 
 

1. There are some require apps will be installed automatically once you enrolled your device: 
1. Microsoft Edge 
2. Microsoft Excel 
3. Microsoft Outlook 
4. Microsoft PowerPoint 
5. Microsoft Word 
6. Microsoft OneDrive 
7. Microsoft Teams 

 
2. Access the app one by one to login your work account and trigger Intune management before 

further operation. 
 

3. In Android, a “Work” folder will be created to store the company’s data and company assigned 
apps. For the company assigned apps, there is a small toolbox symbol at the bottom right corner 
on the work apps’ icon (The color might be different for different Android version). BYOD user 
can install assigned work apps manually at managed Google Play Store inside the “Work” folder. 
 
In order to use work apps to view company‘s data, user need to install apps at managed Google 
Play Store even they have installed the app before enrollment. Company assigned apps are 
different from the app user installed from Unmanaged Play Store (without toolbox symbol). 
 

 
(Sample screenshot for Android 10). Access “All Apps view” by scrolling from bottom gesture. You 
can see a tab named “WORK”, tap the tab to access the work profile. 

 
4. In iOS, BYOD user can install company’s assigned work apps manually at Company Portal. In order 

to use work apps to view company’s data, user need to install apps at Company Portal even they 
have installed the app before enrollment. This action trigger Company Portal to manage the 
installed apps and assign policies.  IN order to install apps, tap the app you want to install, tap 
Install, allow any pop-up. Then Open the app. A pop-up will be appeared, click “OK” and re-open 
the app to finish set up.  
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4.2 Outlook  
 

 Installation and sign in 
 

4.2.1.1 Android 
1. Android device separate company data into work folder. Therefore, you should not use the 

Outlook installed from the Play Store outside the “Work” folder, but the new Outlook installed 
automatically in Work Folder.  
 

 
 
(Sample screenshot for Android 10). Access “All Apps view” by scrolling from bottom gesture. You 
can see a tab named “WORK”, tap the tab to access the work profile. The tap “PERSIONAL” will 
be your original App list 
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(Sample screenshot for Android 7) A “WORK” folder will be created in home page. 
 

2. After Outlook installed automatically, open Outlook, tap “Get Started”. 
 

3. Choose your MTR account if there are multiple choices, tap “Add Account”.  
 

 
 

4. Wait for Outlook to set up your email profile (Estimated it may take around 15 minutes). You can 
just leave it at background and open other app. 
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4.2.1.2 iOS 
 

 Previously Installed Outlook before Enrolment 
1. Outlook  a required app which will be installed automatically after enrollment. Click “Manage” on 

the pop-up. 
 

 
 

2. Open Outlook. Tap the icon at the top-left corner. Tap the last icon on the left which contains a 
“+” symbol. 
 

 
 
3. Tap “Add Account” and tap “OK” on the pop-ups. Re-open the app to finish set up. 
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1.1.1.1.1. Newly Installed Outlook from Company Portal after Enrolment 
 

1. Outlook is required app which will be installed automatically after enrollment. Click “Install” on 
the pop-up. 
 

 
 

2. Tap “Get Started”.  
 

3. Choose your MTR account if there are multiple choices, tap “Add Account” 
 

4. Open Outlook. A pop-up will be appeared, click “OK” and re-open the app to finish set up. 
 

  
 

5. If there is any pop-up, tap OK and wait for Outlook to set up your email profile. Multiple pop-up 
maybe prompt, estimated it might take around 15 minutes, you can just leave it at background 
and open other app. 
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 Get Started 
1. Open Outlook. You can check the email here. Tap button at the top left corner to check another 

folder. 

 
(Screenshot of Android) (Screenshot of iOS) 
 

 Allow notification for new email 
1. iOS: Go to setting of the device, scroll down and select “Outlook”. Tap “Notification” and set it 

on with the format you want. 
 

 
 

2. Android: Go to setting of the device. Access Apps and select “Outlook”. Switch on the toggle for 
Allow Notification”. Choose the form you like at the bottom. 
 

 Send Email with attachments 
1. Tap the button at the bottom right corner 
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2. Input the email of receiver, subject and the content. Tap symbol to send an event, tap  

symbol to send an attachment, tap to send an image. 
a. Notes for Android Device: Outlook for Android device cannot attach files in OneDrive, if 

you want to send OneDrive files, please share/send a copy from OneDrive. Please click and 
refer section 4.3.7and 4.3.8 for the guides. 
 

 
 

3. Tap  to send the email. 
 

 
 

 Export/Save Email Attachment 
Tap the email, tap the share button at the top-right corner. Choose the location you want to save the file 
or choose the application you want to share to. 
 
Please be reminded that storing company file at local storage or sharing it to non-managed application is 
not allowed. 
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 View/Edit attachment 
 

4.2.6.1 Android 
 
Tap the email, tap the attachment, the attachment will be opened with an appropriate app automatically 
(According to section 4.6.1). If you installed more than one appropriate app, you can choose one of them 
at the bottom prompt. 
 
Notes: If you  got an error stated “You don’t have an app that can open this type of file”, install the 
appropriate app according to section 4.6.1. Click and refer section 4.1 for the installation guide. 
 

 
 

4.2.6.2 iOS 
 
Tap the email, tap the attachment, you can view the file automatically. If you want to edit the file or you 
want to view the attachment outside the Outlook, tap the button at the bottom, the attachment will be 
opened with an appropriate app automatically(According to section 4.6.1). 
 
Notes: If you can’t see the button, install the appropriate app according to section 4.6.1. Click and refer 
section 4.1 for the installation guide. 
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 Export/ Sync Contact 
 

4.2.7.1 Android 
1. Go to “Setting” on Outlook 

 
2. Tap your MTR account. 

 

 
 

3. Swipe over the Contents to “On” position. Tap the “Save” icon. 
 

 
 

4. Tap “Allow” for the pop-up. 
 

 
 

5. If you can’t see this pop-up, go to setting of device. Access Apps and select “outlook”. 
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6. Under App Settings, Select “Permissions”. Toggle the Contacts switch to enable it. 
 

 
 

7. Android will separate work data from personal data. If you want to check the exported contacts, 
please access Contact in the work folder on your device. 
 

 
 

8. Skip the Google Account setting if you don’t want. 
 

9. Tab the mobile icon to choose the work account. 
 

  
 

10. You can check your contacts now. 
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4.2.7.2 iOS 
1. Click the top left icon. 

 
2. Go to “Setting” on Outlook 

 
3. Tap your MTR account. 

 

 
 
4. Swipe over the Contents to “On” position. Tap the “Save” icon. 

 

 
 

5. Open “Setting” on your phone. 
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6. Scroll down and select Outlook 
 

7. Swipe over the Contents and “Background App Refresh to “On” position.  
 

 
 

8. Wait for around 30 minutes for the synchronization. 
 

 Setting an "Out of Office" Auto-Reply 
1. Click the top left icon. 

 
2. Go to “Setting” on Outlook 

 
3. Tap your MTR account. 

 
4. Click Automatic Replies. 

 
5. Switch the toggle to enable automatic replies. 

 
6. Select who you would like the auto-reply to apply to (This is automatically set to Reply only to my 

organization). 
 

7. Type the reply you would like to be sent. 
 

8. When finished, click the top right to save. 
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 Create Signature 
1. Click the top left icon. 

 
2. Go to “Setting” on Outlook 

 
3. Tap “Signature” 

 

 
 

4. Type in your Signature content.  

 
 
 

 Create Event 
1. Click Calendar icon 

 

 
 

2. Click “+” button 
 

3. Setup fields. Click the tick symbol to save and the appointment will be sent to involved people 
automatically. 
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 Check availability when creating invitation 
1. When creating event, check the icon next to Time setting. 

 
a. Busy: 

 

 
 

b. Free: 
 

 
 

 Search people in address book 
1. Tap this icon to create new email. 

 
2. Search target name at “To:” field. Tap “Search directory” if you can’ find the target, more search 

result will be show. 
 

 
3. Double click target user to get detail information. 
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 Outlook App download email preferences 
 
Outlook App only sync 4 weeks data since the data stored on Online. It may show recent few days email 

in Inbox but we can tap to refresh for more emails within 4 weeks. And there is a limit: 500 items per 

folder, with up to 1000 items per folder if taps “Load more” conversations. 

The mails older then one month are not able to sync, you may use Outlook desktop or OWA to check old 

emails. 
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4.3 OneDrive 
 

 Installation and sign in 
 

4.3.1.1 Android 
1. Android device separate company data into work folder. Therefore, you should not use the 

OneDrive installed from the Play Store outside the “Work” folder, but the new Outlook installed 
automatically in Work Folder.  
 

 
(Sample screenshot for Android 10). Access “All Apps view” by scrolling from bottom gesture. You 
can see a tab named “WORK”, tap the tab to access the work profile. The tap “PERSIONAL” will 
be your original App list. 
 

 
(Sample screenshot for Android 7) A “WORK” folder will be created in home page. 
 

2. After you installed the managed OneDrive, Open OneDrive, tap “Sign in”. Sign in with your MTR 
account. 
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4.3.1.2 iOS 
 

 Previously Installed Outlook before Enrolment 
1. OneDrive is required app which will be installed automatically after enrollment. Click “Manage” 

on the pop-up. 
 

 
 

2. Tap the icon at the top left corner, add account, sign in with your MTR account. 

 
 

3. A pop-up will be appeared, click “OK” and re-open the app to finish set up. 
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 Newly Installed Outlook from Company Portal after Enrolment 
1. OneDrive is required app which will be installed automatically after enrollment. Click “Install” on 

the pop-up. 
 

 
 

2. Open OneDrive, account should be signed in automatically. A pop-up will be appeared, click “OK” 
and re-open the app to finish set up. 
 

 
 
 

 Upload file to OneDrive 
1. Open managed OneDrive. Tap the “+” button. Choose the way you want to use to upload file. 

Follow the pop-up to finish the upload action. 
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 Make file available offline 
1. Tap the “…” icon of the target file. Tap “Make Available Offline”. 

 
 

 View all the offline files 
1. Tap the icon on the top left corner. Tap “Offline Files. 

 
 

 Remove file from offline 
1. Tap the “…” icon of the target file. Tap “Remove From Offline”. 
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 View and edit file 

4.3.6.1 Android 
1. Open managed OneDrive. Tap the file. Tap the symbol at the bottom right (Symbol will be 

different for different file type). Appropriate MS Office App will be open automatically.  
 

 
 

2. If you didn’t install the required app, OneDrive will ask you to install the app, tap “Get the app”. 
 

 
 

3. Notes: For .pdf file, tap “…” choose “Open with another app” to view with “Adobe Acrobat”. 



 MaaS360 Replacement 
User guide and FAQ (v.1.7) 
  

 

Issued on 12-Aug-2020 Page 29 

 

4.3.6.2 iOS 
1. Tap the MS Office App symbol on the top bar (Symbol will be different for different file type). 

Appropriate MS Office App will be open automatically. 
 

 
 

2. If you didn’t install the required app, OneDrive will ask you to install the app, tap “Get the app”. 
 

 
 

4. Notes: For .pdf file, tap “…” choose “Open with another app” to view with “Adobe Acrobat”. 
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 Share file 
When you share a folder or file, you send a link of the item, not a copy. When you make changes to a 
folder or file, others can see your changes. The link will be expired after a set date to protect the file. 
 

4.3.7.1 Android 
 

1. Open the target file 
 

2. Tap the share button. 
 

 
 
 

3. Select if receiver can edit or not. Set the expired date. Tap “Apply”. 
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4. Enter the name or email of the target receiver. 

 

 
 

5. Tap the symbol of the app you want to use. You can copy lick and send it to others manually. Or 
you can click “Send”, the link will be sent to the receiver automatically via email. 
 

 
 

6. Tap “More apps” if you can’t find the app you want to use. Choose the target app in the pop-up 
dialogue. 

a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 
of managed apps. Therefore, you may not be able to find the target app if it is unmanaged 
app. If you send the file to unmanaged app, you will not be able to view the file at the 
unmanaged app. You must use a managed app to open company’s file. 

b. Notes: You cannot save company data at local storage due to policy restrictions.  
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4.3.7.2 iOS 
1. Tap the target file. 

 
2. Tap the share button. 

 

 
 
 

3. Select if receiver can edit or not. Set the expired date. Click “Apply”. 
 

 
 

4. Enter the name or email of the target receiver.  
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5. Tap the symbol of the app you want to use. You can copy lick and send it to others manually. Or 

you can click “Send”, the link will be sent to the receiver automatically via email. 
 

 
 

6. Tap “More apps” if you can’t find the app you want to use.  
 

 
 

 
7. If you still can’t find the app you want to use, tap more. Switch on the toggle of the target app. 

Tap “Done”, click the symbol of the app you want to use. 
 

 
a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 

of managed apps. You may not be able to find the target app if it is unmanaged app. If 
you send the file to unmanaged app, you will not be able to view the file at the unmanaged 
app. You must use a managed app to open company’s file. 
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b. Notes: You cannot save company data at local storage due to policy restrictions. 

 Send a copy 
When you send a copy, you can quickly and easily share a copy of your flow, other will not see your further 
change until you send them the updated copy. 
 

4.3.8.1 Android 
1. Open the target file 

 
2. Tap the share button. 

 

 
 
 

3. Click “Send a copy”. Choose the target app in the pop-up dialogue. 
a. Notes: You can only share file to managed apps, please click and refer section 4 for the list of 

managed apps. Therefore, you may not be able to find the target app if it is unmanaged app. 
If you send the file to unmanaged app, you will not be able to view the file at the unmanaged 
app. You must use a managed app to open company’s file. 
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4.3.8.2 iOS 
1. Open the target file 

 
2. Tap the share button. 

 

 
 

3. Click “Send a copy”. Choose the target app in the pop-up dialogue. 
a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 

of managed apps. Therefore, you may not be able to find the target app if it is unmanaged 
app. If you send the file to unmanaged app, you will not be able to view the file at the 
unmanaged app. You must use a managed app to open company’s file. 
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4.4 Teams 
 

 Installation and sign in 
 

4.4.1.1 Android 
1. Android Teams will be installed automatically. 

2. Click the account to login your MTR account. 

 
 

4.4.1.2 iOS 
 

1. Teams is required app which will be installed automatically after enrollment.  

2. Open Teams. 

3. Click the account to login your MTR account. 

 

 
 

4. Open Teams. A pop-up will be appeared, click “OK” and re-open the app to finish set up. 
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4.5 Edge 

 Installation and setup 

4.5.1.1 Android 
 

1. Android Edge will be installed automatically. 
2. Open Edge 
3. Click “Sign in with a work or school account”. 

 

 
 

4. Sign in with your MTR account 
 

5. You can use Edge to access Company’s data now. 
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4.5.1.2 iOS 
1. Edge is required app which will be installed automatically after enrollment.  

2. Open Edge.  

3. Click your MTR account to sign in. 

 

 
 

4. A pop-up will be appeared, click “OK” and re-open the app to finish set up. 

5. You can use Edge to access Company’s data now. 

4.6 File Operation 
 

 File Editing tools (MS Office App) and supported files 
 
Below list shows the common supported files by different Microsoft Applications, you should use the 
appropriate app to open it. For other file type, please click and reference to this link. 
 

1. Word: .doc .docx 
2. Excel: .csv .xls .xlsx 
3. PowerPoint: .ppt .pptx 
4. Adobe Acrobat: .pdf 
 

You can find these file types at the end of the file name. 
 

 
 

  

https://docs.microsoft.com/en-us/deployoffice/compat/office-file-format-reference
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 MS Office App Installation and sign in 
 

4.6.2.1 Android 
 

1. Android device separate company data into work folder. Therefore, you should not use the MS 
Office App installed from the App Store outside the “Work” folder but install new MS Office App 
from Managed App Store in Work Folder.  
 

2. Some apps is required for device enrollment, they will be installed automatically after enrollment: 
1. Microsoft Edge 
2. Microsoft Excel 
3. Microsoft Outlook 
4. Microsoft PowerPoint 
5. Microsoft Word 
6. Microsoft OneDrive 
7. Microsoft Teams 
 

3. After you installed the MS Office App, Account should set for you automatically and you can work 
with MS Office App directly. 
 

 
(Sample screenshot for Android 10). Access “All Apps view” by scrolling from bottom gesture. You 
can see a tab named “WORK”, tap the tab to access the work profile. The tap “PERSIONAL” will 
be your original App list. 
 

 
(Sample screenshot for Android 7) A “WORK” folder will be created in home page. 



 MaaS360 Replacement 
User guide and FAQ (v.1.7) 
  

 

Issued on 12-Aug-2020 Page 40 

 

4.6.2.2 iOS 
 

 Previously Installed MS Office App before Enrolment 
 

1. Open Company Portal. Choose MS Office App and tap “Install” to trigger Company Portal assign 
policy on to the previously installed MS Office App. Tap “Manage” on the pop-up.  
 

 
 

2. Open the MS Office App 
 

3. Tap Setting, sign out the personal account. 
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4. Sign in with your MTR account and you can work with MS Office App now. 

 

 
 

5. A pop-up will be appeared, click “OK” and re-open the app to finish set up 
 

 Newly Installed MS Office App from Company Portal after Enrolment 
1. Open Company Portal. Choose MS Office App and tap “Install” to install the app. 

 
2. Open the MS Office App 

 
3. Account should set for you automatically and you can work with MS Office App directly. 

 
4. Open the app. A pop-up will be appeared, click “OK” and re-open the app to finish set up. 
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 View and edit existing file 
 

4.6.3.1 Android 
 

1. Tap the folder symbol to access “Open” section. 
 

 
 

2. Tap location of the file. Tap the file. 
 

3. You can start editing your file. 
 

4.6.3.2 iOS 
1. Tap the folder symbol to access “Open” section. 

 

 
(Screenshot of iPhone) (Screenshot of iPad) 
 

2. Choose location of the file. Tap the file. 
 

3. You can start editing your file. 
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 Create new file 
 

4.6.4.1 Android 
 

1. Tap the “+” button to access “New” section. Choose OneDrive of your MTR account in the drop 
down list “Created in”. If you can’t find it, choose “Select a different location” and choose 
OneDrive of your MTR account. 
 

 
 

2. Choose a template. If you didn’t need any special setting, choose the Blank one. 
 

3. You can start editing your file 
 

4. Notes: If you didn’t create it in OneDrive first, you will not be able to copy company data ino this 
file. 
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4.6.4.2 iOS 
 

1. Tap the “+” button to access “New” section. 
 

 
(Screenshot of iPhone) (Screenshot of iPad) 
 

2. Choose a template. If you didn’t need any special setting, choose the Blank one. 
 

3. Save the file into OneDrive of your MTR account first. 
 

4. You can start editing your file. 
 

5. Notes: If you didn’t save it into OneDrive first, you will not be able to copy company data ino this 
file. 
 

 Save file 
 

4.6.5.1 Android 
 

1. Automatically, the newly created file is saved at local storage. If you want to save at OneDrive or 
SharePoint, you can follow below steps. 

a. Notes: You cannot save company data at local storage due to policy restrictions. You can 
only save company data at your MTR account’s OneDrive or ShareDrive. 

2. Tap the “…” button. Choose “Save as”. Choose the location and edit the name. Tab “Save”. 
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4.6.5.2 iOS 
1. Automatically, the newly created file is saved at local storage. If you want to save at OneDrive or 

SharePoint, you can follow below steps. 
a. Notes: You cannot save company data at local storage due to policy restrictions. You can 

only save company data at your MTR account’s OneDrive or ShareDrive. 
 

2. Tap the “…” button. Choose “Save a Copy”. Choose the location and edit the name. Tab “Save”. 
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 Share file 
 
When you share a folder or file, you send a link of the item, not a copy. When you make changes to a 
folder or file, others can see your changes. The link will be expired after a set date to protect the file. 
 

4.6.6.1 Android 
1. Tap the share button. 

 

 
 

2. Select if receiver can edit or not. Set the expired date. Click “Apply”. 
 

 
 
 

3. Enter the name or email of the target receiver. 
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4. Tap the symbol of the app you want to use. You can copy lick and send it to others manually. Or 

you can click “Send”, the link will be sent to the receiver automatically via email. 
 

 
 

5. Tap “More apps” if you can’t find the app you want to use. Choose the target app in the pop-up 
dialogue. 

a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 
of managed apps. Therefore, you may not be able to find the target app if it is unmanaged 
app. If you send the file to unmanaged app, you will not be able to view the file at the 
unmanaged app. You must use a managed app to open company’s file. 

b. Notes: You cannot save company data at local storage due to policy restrictions.  
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4.6.6.2 iOS 
 

 Share company’s file in MTR account 
 

1. Tap the share button. 
 

 
 

2. Select if receiver can edit or not. Set the expired date. Click “Apply”. 
 

 
 

3. Enter the name or email of the target receiver.  
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4. Tap the symbol of the app you want to use. You can copy lick and send it to others manually. Or 

you can click “Send”, the link will be sent to the receiver automatically via email. 
 

 
 

5. Tap “More apps” if you can’t find the app you want to use. Choose the target app in the pop-up 
dialogue. 

a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 
of managed apps. Therefore, you may not be able to find the target app if it is unmanaged 
app. If you send the file to unmanaged app, you will not be able to view the file at the 
unmanaged app. You must use a managed app to open company’s file. 
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 Share newly created company’s file 
 

1. Tap the share button. 
 

 
 

2. Edit name and location. You should first save the file at MTR account. Click “Save”. 
 

 
 
 

3. Tap the share button again. 
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4. Select if receiver can edit or not. Set the expired date. Click “Apply”. 
 

 
 

5. Enter the name or email of the target receiver.  
 

 
 

6. Tap the symbol of the app you want to use. You can copy lick and send it to others manually. Or 
you can click “Send”, the link will be sent to the receiver automatically via email. 
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7. Tap “More apps” if you can’t find the app you want to use. Choose the target app in the pop-up 

dialogue. 
a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 

of managed apps. Therefore, you may not be able to find the target app if it is unmanaged 
app. If you send the file to unmanaged app, you will not be able to view the file at the 
unmanaged app. You must use a managed app to open company’s file. 
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 Send a copy 
When you send a copy, you can quickly and easily share a copy of your flow, other will not see your further 
change until you send them the updated copy. 
 

4.6.7.1 Android 
 

1. Open the target file 
 

2. Tap the share button. 
 

 
 

3. Click “Send a copy”, select the format of the file. Choose the target app in the pop-up dialogue. 
a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 

of managed apps. Therefore, you may not be able to find the target app if it is unmanaged 
app. If you send the file to unmanaged app, you will not be able to view the file at the 
unmanaged app. You must use a managed app to open company’s file. 
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4.6.7.2 iOS 
1. Tap “…” button. Choose “Send a Copy”. Choose the correct file format. Choose the app you want 

to use to send the file. Follow the prompt to send the file via target app. 
a. Notes: You can only share file to managed apps, please click and refer section 4 for the list 

of managed apps. Therefore, you may not be able to find the target app if it is unmanaged 
app. If you send the file to unmanaged app, you will not be able to view the file at the 
unmanaged app. You must use a managed app to open company’s file. 
 

  
 

4.7 (iOS only) Adobe Acrobat Setup 
 

5. Adobe Acrobat is used for viewing PDF file. 
 

6. Open Company Portal. Access “App”. Click “View all Apps”. 
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7. Tap the Adobe Acrobat and tap “Install” on the app page. Wait for the App Installation pop-up 
and tap “Install”. 
 

 
 
Open the app. A pop-up will be appeared, click “OK” and re-open the app to finish set up. 
 

8. After Install, access Preference. Switch on the “Enroll” toggle under “Microsoft Intune” and then 
sign in with your MTR account. 
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5 FAQ 
5.1 General 
 

 Q. What is Intune?  
Microsoft Intune is a cloud-based service, which enables a feature called Mobile Device Management 
(MDM). Intune allow employees access to company data on a secure platform and protects company 
information. 
 

 Q. What is Company Portal? 
Company Portal is the app that allows you, as an employee of your company, securely access company 
resources. 
 

 Q. Minimum device requirement for device enrollment: 
1. At least 5GB free space on device. 
2. Minimum version: 

a. iPhone: iOS13 
b. iPad: iPadOS13 
c. Android: Android 5 

3. China mainland brand device is not supported, e.g. Huawei. 
 

 Q. Device enrollment issue 
Try to kill the Company Portal and restart it. If met same problem again, try to uninstall and re-install 
Company Portal. If you still met problem, please contact helpdesk assistance. 
 

 Q. Work App using issue 
Try to kill the app and restart the target app. If met same problem again, try to re-install the app from 
Company Portal. If you still met problem, please contact helpdesk assistance. 
 

 Q. What happen if I changed my account password? 
1. You will need to re-login Company Portal. 
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2. For the Microsoft office app that you have logged in before, you will be logged out from it, so 
you will not be able to view company’s data. You need to access “Open” page, click OneDrive of 
your company’s account and re-login. 

 
3. For the Microsoft office app that you haven’t logged in before, you will need to input new 

password to login. 
 

4. For Outlook, you will need to re-login. 

 
 

 

 Q. What happen when my account password expired? 
Your will need to change the password immediately. 
 

5.2 Device 
 

 Q. What should I do if I lost the device? 
Please contact the IT administrator if you lost your own BYOD enrolled device. IT department can perform 
“Wipe” to factory reset the device or “Retire” to unenroll device. If you lost the device which installed 
Microsoft Authenticator and set to do Microsoft MFA, please inform the helpdesk to re-register and 
revoke the Microsoft MFA section. 
 

 Q. Why should I enroll my device into Intune management? 
Intune only allow managed device to access company data. Therefore, you need to enroll your device if 
you want to access company data with it. 
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 Q. What kind of device can I enroll? 
You can enroll iOS and Android mobile phone and tablet. Personal notebook is not included. Only 
Corporate Mac Device is allowed to enroll, no personal Mac device is included. 
 

 Q. Recommended Version for the device 
 iPhone: iOS13 
 iPad: iPadOS13 
 Android: Android 10 

You can check the OS version by: 
 iOS Device:  

 Access “Setting” > “General” > “About” > You can see the version here 
 Android Device:  

 Access “Setting” > “About Phone” > “Software Information or “System” or something 
similar > You can see the version here 

Notes: Different version may have different user interface or behaviors. 
 

 Q. How many devices can I enroll? 
You can at most enroll 5 devices for your MTR account. If you enroll more than 5 devices, you are violating 
the Enrollment Policy. Please unenroll the extra devices following the guide “Device Enrollment Guide - 
BYOD”, section “Device Un-enrollment”. 
 

 Q. What type of Android device can enroll Intune?  
Including Samsung Knox(Detail list), running Android 6 and later. 
 

 Q. Can I enroll Intune with a Jailbroken (iOS)/ Rooted (Android) devices?  
No. Jailbroken (iOS) devices are not supported.  
 

 Q. Any personal sensitive information (e.g.: call logs, SMS, photos) will be collected to 
Intune or Company server?  

No. Intune management system cannot get any personal sensitive information (e.g. call logs, SMS, photos 
etc.) from your mobile devices. The service only control and deploy security policy to your devices. 
 

 Q. Will the BYOD enrollment affect my own device? 
Yes, some of your device setting may need to change to fulfill the security policy. For example, you may 
need to set a 6-digit long PIN to login device. 
 

 Q. How to apply to use Intune on mobile device?  
To apply mobility user right via MyIT – PC LAN ID Info 
 

 Q. I don’t want to enable device lock on my mobile devices, can I disable it?  
No. According to the Compliance Policy, all mobile devices should be complaint to the policy prior to 
access company’s data. So, you must enable device lock to meet the policy requirement. 
 

 Q. I can’t set the device login passcode/PIN. Keeps prompting error. 
You need to set passcode /PIN following the policy requirement: 
Android: at least 6 digit long. 
iOS: at least 6 digit long and no sequential or repeating numbers is allowed. 
 

samsung.com/ru/mobile/security/knox-supported-devices
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 Q. If I forget the unlock passcode/PIN, what can I do next?  
Please contact the IT administrator if you forget passcode/PIN.  

 iOS device: IT department can remove passcode for you. You will need to set a new passcode 
according to the requirement in Settings. (6 digit long, no sequential or repeating numbers is 
allowed). 

 Android device: IT admin can reset passcode/PIN for you. IT admin will generate a temporary 
passcode. The temporary passcode must be entered on the device. The temporary passcode for 
the device will be displayed in the console for 7 days. 

 

 Q. (iOS) Why my paired Apple iWatch request to change password? 
You need to set passcode at least 6 digit and no sequential or repeating numbers is allowed for the iWatch 
which is paired with enrolled device. 
 

 Q. Can I change the device unlock passcode?  
Yes, you can change the device unlock passcode anytime, please follow the password requirement in the 
enrolment guide. 
 

 Q. When I change a new device unlock passcode, I can’t reuse my passcode?  
According to the Compliance Policy, you cannot reuse the last 4 passcodes. Please set a different device 
passcode to meet the policy requirement. 
 

 Q. How often should I set a new device passcode?  
According to the Compliance Policy, you need to change your device passcode every 180 days. 
 

 Q. Can I unenroll my device if I don’t need to access company data anymore? 
Yes, you can unenroll on the Company Portal by removing the device from the managed device list and 
log out from the Company Portal following gude “Device Enrollment Guide - BYOD” section “Device Un-
enrollment”. After unenroll, MTR’s application will be removed from the device and you would not be 
able to access the company data. 
 

5.3 Applications 
 

 Q. What is company data? 
File at corporate account and your work account. 
 

 Q. What is work apps? 
Works app are app that selected by MTR and published via Intune management. User should install these 
apps to access company data. There are some required app which will be installed automatically after 
device enrollment: 

1. Microsoft Edge 
2. Microsoft Excel 
3. Microsoft Outlook 
4. Microsoft PowerPoint 
5. Microsoft Word 
6. Microsoft OneDrive 
7. Microsoft Teams 
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 Q. What is managed apps? 
It is a set a apps that protected by Intune Protection Policy, included Intune protected apps and MTR apps. 
For more detail, you can click and refer to section 4. 
 

 Q. Will I lose my own data if I switch to work account? 
No, you can access your own data again by logging out the work account and logging in your own personal 
account. But it is recommended to do backup before any configuration changes. 
 

 Q. (Android) Can I login work app with my personal account? 
No, you should not login work app with your personal account as Intune will remove all data in the work 
folder after unenrollment. 
 

 Q. How can I install MTR app and managed app? 
Some required app will be installed automatically while you can install other app on Play Store(Android)/ 
Company Portal(iOS). 
 

 Q. (Android device) Why it showed "Install blocked. For security reasons, your device is 
set to block installations of apps obtained from unknown sources." When I try to install 
app from managed App Store? 

You need to allow the setting by tapping Settings on the message to go directly to Unknown sources to 
turn on. Or you can go to Settings > Security and turn on Unknown sources. 
 

 Q. How can I access company data? 
Log in Microsoft application with your work account. If you have logged in the app with your own personal 
account, please log out and log in with your work account. 
 

 Q. Some apps were automatically installed after I enrolled my device, can I uninstall 
them? 

They are required apps for you to access company data under Intune managed app. You should not 
uninstall them, they will be re-installed automatically. 
 

 Q. Mistakenly uninstall work app 
For non-required app: go to (Android) Managed app store/ (iOS) Company Portal to install the app 
again. 
For required app: you can wait for the auto re-install or you can trigger the sync by : 

1. Open Company Portal, access “Device”. 
2. Tap the first device. 
3. Click (Android)“Check device setting” or (iOS) “Check status”. 
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(Screenshot of Android device) (Screenshor of iOS device) 
 

 Q. Can’t login Microsoft office app with MTR account. 
User need to enroll their device before login Microsoft office app with MTR account. Please follow guide 
“Device Enrollment Guide - BYOD”. 
 

 Q. The following features are not supported in Outlook for iOS & Android until mailbox 
migrate to Exchange online. 

1. Reply late to meeting 
2. Access corporate directory (address book, People search) – Please ref 4.2.12  
3. Draft message synchronization 
4. Share and delegate mailbox data access – Please refer 5.3.13 
5. Share and delegate calendar access 
6. Calendar Attachment  
7. Rich meeting locations 
8. Sensitivity labeling 
9. (Android)Attach a OneDrive file when composing email.  

a. Solution: User can share file via email on OneDrive side. 
10. Clutter folder change to “Other” folder 
11. User is not allowed to print company data from mobile app 

 

 Q. How to access delegate mailbox. 
Please use Outlook desktop client or Outlook Web App to access delegate mailbox. 
 

 Q. No email loaded after user signed in Outlook. 
Waiting time is required for downloading mail. Estimated required around 1 hours. More email requires 
more time to download. 
 

 Q. Can I add an attachment to an appointment by Outlook? 
Outlook mobile doesn’t support adding attachment to an appointment. Please use desktop Outlook app 
to do so. Click “Add Attachment” when creating event. 
 

 Q. How come I see different search results when I search for contacts while sending new 
email? 

It is normal to see different search results as Secure Mail obtain contact information from different 
sources. 
 

 Q. Can’t search a user in the Outlook receiver field in the email/ Contact section. 
Wait for around 1 hour for Outlook to sync the contacts. If you still can’t find the user, you can try to kill 
the app and re-open the app.  
 

  How does Outlook response to email with “Read Receipt” request? 
Outlook mobile doesn’t support reply “Read Receipt”. Please use desktop Outlok app to do so. 
 

 Q. When adding attachment to email, can’t find OneDrive location. 
Under “Other Locations”, tap “iCloud Drive & Device”. Tap the arrow beside the “Locations”  
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 Q. When I try to open an attachment from an email, a warning prompted “You don’t 
have an app that can open this type of file”. 

Install the appropriate app according section 4.6.1. Refer section 4.1 for the installation guide. 
 

 Q. (Android device) Why I can’t capture screen or do screen recording at managed app? 
You are not allowed capture screen or do screen recording at managed app. 
 

 Q. Why I cannot export/save files from my MTR account into my device/iCloud/google 
drive? 

These actions are blocked by policies. You cannot export company data at you MTR account to other 
location. 
For iOS 14, you can save the file “On My iPhone”, the file will be save in the app folder, these files will be 
deleted once you uninstall the app. 
 

 Q. Why I can’t copy data in managed app to another app? 
You can only copy and paste data between managed apps. You cannot share clipboard to unmanaged 
apps. Please refer section 4 for the list of managed apps. 
 

 Q. Why I can’t share file in managed app and attachment in managed Outlook to another 
app? 

You can only send company data in managed app to managed app. Please refer section 4 for the list of 
managed apps. Even you can send to other unmanged app, managed app is required to view the file. 
 

 Q. (iOS)Cannot use Airdrop to share data in managed app? 
Company’s data in managed app is not allowed to share with Airdrop. 
 

 Q. Cannot print data in managed app? 
Data in managed app is not allowed to print from mobile device. 
 

 Q. Cannot access some site with managed Edge? 
Please confirm the device is connecting to a network. 
 

 Q. Can I access the hyperlink from a pdf file? 
Yes, you can access with managed Edge. 
 

 Q. Can I use other browser to open link in secure mail or secure docs? 
No, user should use managed app to access company’s data. 
 

 Q. Will managed Edge block me from downloading files? 
No, managed Edge will not block you from downloading files. 
 

 Q. Is there a tab limitation on Secure Browser? 
No, ther is no limitation. 
 

 Q. Unable to save a copy at Acrobat? 
Click the share button and use “share a copy”. 
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5.4 Internal Web Applications 
 

 Q. What are internal web applications? 
Internal web applications are the web-based applications developed by MTR and deployed under internal 
network to serve for staffs’ daily operations and business usages. For mobile scenario, these applications 
are only allowed to be accessed via the managed Edge browser with Intune managed BYOD devices to 
ensure these applications and corporate data are accessed by target staffs in a safe and protected way. 
 

 Q. How to open internal web applications? 
For Intune managed BYOD mobile devices, there are two approaches to open the internal web 
applications in general:  

 Open with managed Outlook app 
 Open directly with managed Edge browser 

The behavior of opening the internal web applications with managed Outlook app is just the same as how 
users access these applications when they are under MTR’s internal network, simply open an email that 
contains the internal web application URL and click into it, the managed Edge browser will be opened 
automatically and the internal web application will then be opened there. Alternatively, users can also 
access the internal web applications by inputting the URL directly in managed Edge browser manually.  
 

 Q. Who can access internal web applications? 
The permissions of accessing the internal web applications are managed by each application itself, users 
that are originally allowed to access the internal web applications with corporate PC should have no 
difficulty on accessing the applications via the managed Edge browser with Intune managed BYOD mobile 
devices. 
 

 Q. Which internal web applications are available to be accessed? 
The following internal web applications are available to be accessed via the managed Edge browser with 
Intune managed BYOD mobile devices depending on users’ permissions over the applications. 

 ASR 
 https://asrisk2014.corp.mtrc.com/ASRISK/  

 COT  
 https://cot2.corp.mtrc.com/  

 ELI 
 https://vmwfs1100.corp.mtrc.com/eli/Login.aspx  

 ERS  
 https://ers.corp.mtrc.com/ers/  

 ILG  
 https://ilg.corp.mtrc.com/ILG/  

 MMOS  
 http://mmos.corp.mtrc.com/mecms/common/login.jsp  

 ODMS  
 http://omisnlb01.corp.mtrc.com/ODMS/  

 SBB  
 http://sbb.corp.mtrc.com/SBB/  

 TMIS 
 https://tms.corp.mtrc.com/Treasury/  

 VMV 
 https://intranet.mtrc.com/vmv/html/eng/corporate/corporateVMV.aspx  

 EMM Mobile Information Portal  
 http://emmweb.corp.mtrc.com  
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 CTS 
 https://cts.corp.mtrc.com/cts/  

 CKB  
 https://ckb.mtr.com.hk/CKB/  

 EKM 
 http://ekm.mtr.com.hk  

 EWF APES (PRD)  
 http://ewf.mtr.com.hk/s/ePaper/  

 EWF APES (UAT) 
 http://ewf03.mtr.com.hk/s/ePaper/  

 EWF ePWS (PRD) 
 http://ewf.mtr.com.hk/s/ePWS/  

 EWF ePWS (UAT) 
 http://ewf03.mtr.com.hk/s/ePWS/  

 CEO Messages 
 http://ceo.mtr.com.hk  

 Desktop EIP  
 http://portal.mtr.com.hk  

 General Welfare  
 http://spweb.mtr.com.hk/s/SRSW/EN/Pages/default.aspx 

 Press Release 
 http://portal.mtr.com.hk/s/eip/Pages/PressRelease_Detail.aspx 

 

 Q. What other web applications are available to be accessed? 
Other MTR developed external web applications are also accessible without impact in Intune managed 
BYOD mobile devices but not limited to managed Edge browser. Examples are listed as follow. 

 ABS 
 https://abs.mtr.com.hk 

 AES 
 http://ces.mtr.com.hk 
 http://aes.mtr.com.hk 

 BBX 
 https://www.bigboxx.com 

 CRIS 
 http://cris.mtr.com.hk 

 EMPC 
 https://empc.mtr.com.hk 

 ETS 
 https://www.hkextender.com/en/Index.aspx 

 GAIS 
 https://gais.mtr.com.hk/GAIS 

 HORIZONS 
 http://hra.mtr.com.hk 

 HSW 
 https://www.highspeed.mtr.com.hk 

 ISIE 
 https://isie.mtr.com.hk/web-client/#/start/user-name 

 MSP 
 https://www.paydollar.com/b2c2/PUSControlServlet?action=pusshop&lang=chi 
 https://www.paydollar.com/b2c2/PUSControlServlet?lang=eng&action=pusshop& 

 MWS 



 MaaS360 Replacement 
User guide and FAQ (v.1.7) 
  

 

Issued on 12-Aug-2020 Page 65 

 

 https://www.mtr.com.hk 
 OIS 

 https://ois2.mtr.com.hk 
 OPEM (PRD) 

 https://opem2.mtr.com.hk 
 https://opemcp2.mtr.com.hk 

 OPEM (UAT) 
 https://opem2uat.mtr.com.hk 
 https://opemcp2uat.mtr.com.hk 

 OpenData 
 https://data.gov.hk/en-data/dataset/mtr-data-routes-fares-barrier-free-facilities 
 https://data.gov.hk/en-data/dataset/mtr-data2-nexttrain-data 

 PAN 
 https://pdashboard.mtr.com.hk/reports 

 ISHARE 
 https://ishare.mtr.com.hk 

 OKM 
 https://okmall.mtr.com.hk 

 PROPS 
 http://props.mtr.com.hk 

 Doctor List of Pre-merger MTR Self-insured Scheme  
 http://portal.mtr.com.hk/s/eip/Pages/frame.aspx?pageid=/s/portal/webpartviewer/eip

_People_MB_1Pre-mergerMTRMedicalScheme.aspx 
 CN/CGI 

 http://portal.mtr.com.hk/s/eip/Lists/eip_cncgi/ThirdLevelDetail_CGI.aspx 
 MTR Flash 

 http://portal.mtr.com.hk/s/eip/Pages/MTRFlash_Detail.aspx 
 EXCEED 

 http://exceed.mtr.com.hk 
 MTR Creators 

 http://creators.mtr.com.hk 
 MTR Express 

 http://portal.mtr.com.hk/s/eip/Pages/MTRExpress_Detail.aspx 
 DOMS 

 http://doms.mtr.com.hk 
 Matrix 

 http://matrix.mtr.com.hk 


